
 

Request for Proposal (RFP) – Implementation of Security Operations Center (SOC) 
and Security Environment Fine-Tuning 

Tamil Nadu Infrastructure Fund Management Corporation Limited (TNIFMC LTD) invites 
sealed quotations from eligible and experienced vendors for the implementation of a 
Security Operations Center (SOC) and fine-tuning of the existing IT security 
environment. 

TNIFMC is currently operating on Microsoft 365 Business Premium for approximately 25 
users, with device management through the Microsoft 365 Admin Portal, security 
protection through Microsoft Defender, and network security using a firewall. While the 
current setup provides a baseline level of protection, TNIFMC intends to strengthen 
centralized monitoring, enhance access controls, and improve the overall IT security 
posture. 

 
Scope of Work 

The selected vendor shall undertake the following activities: 

1. SOC Deployment and Monitoring 
o Deployment and configuration of Microsoft Sentinel for centralized 

monitoring of security logs and alerts. 
o Integration of security logs from Microsoft 365 services, endpoints, and 

firewall. 
o Configuration of analytics rules, alerts, dashboards, and reporting for 

security monitoring. 
2. Identity and Access Security 

o Review and fine-tuning of Conditional Access policies in Microsoft Entra 
ID. 

o Strengthening identity-based access control and enforcement of secure 
authentication practices. 

3. Endpoint Security Optimization 
o Review and optimization of device compliance and security policies in 

Microsoft Intune. 
o Implementation of best-practice endpoint security configurations and 

compliance monitoring. 
4. Data Protection 

o Implementation of Data Loss Prevention (DLP) policies and configuration 
of sensitivity labels using Microsoft Purview. 

o Protection and classification of sensitive organizational data across 
Microsoft 365 services. 



 
 
 

5. Network Security 
o Review and configuration of secure VPN access through the existing 

Sophos Firewall. 
o Integration of firewall logs with the SOC platform for centralized visibility. 

6. Documentation and Knowledge Transfer 
o Submission of implementation documentation. 
o Knowledge transfer and basic administrative guidance to TNIFMC IT 

personnel. 
 

Submission of Proposal 

Interested vendors are requested to submit their sealed quotation in hard copy on or 
before 17.03.2026 at 03:00 PM to the address mentioned below. 

Address for Submission: 
TNIFMC LTD 
No.19, T P Scheme Road 
R A Puram 
Chennai – 600028 

The envelope should be clearly marked: 

“Quotation for Implementation of Security Operations Center (SOC) and Security 
Environment Fine-Tuning.” 

General Conditions 

TNIFMC LTD reserves the right to accept or reject any quotation without assigning any 
reason. 

For any clarifications, vendors may contact the Telephone: 044-24648400, Email: 
tnifmc@tnifmc.com 

 

mailto:tnifmc@tnifmc.com

